The use of an optical fiber as a distributed sensor for detecting and locating intruders over long perimeters (>10 km) is described. Phase changes resulting from either the pressure of the intruder on the ground immediately above the buried fiber or from seismic disturbances in the vicinity are sensed by a phase-sensitive optical time-domain reflectometer (φ−OTDR). Light pulses from a cw laser operating in a single longitudinal mode and with low (MHz/min range) frequency drift are injected into one end of the single mode fiber, and the backscattered light is monitored with a photodetector. In laboratory tests with 12 km of fiber on reels, the effects of localized phase perturbations induced by a piezoelectric fiber stretcher on φ−OTDR traces were characterized. In field tests in which the sensing element is a single mode fiber in a 3-mm diameter cable buried in a 20-46 cm deep, 10 cm wide trench in clay soil, detection of intruders on foot up to 4.6 m from the cable line was achieved. In desert terrain field tests in which the sensing fiber is in a 4.5-mm diameter cable buried in a 30 cm deep, 75 cm wide trench filled with loose sand, high sensitivity and consistent detection of intruders on foot and of vehicles traveling down a road near the cable line was realized over a cable length of 8.5 km and a total fiber path of 19 km. Based on these results, this technology may be regarded as a candidate for providing lowcost perimeter security for nuclear power plants, electrical power distribution centers, storage facilities for fuel and volatile chemicals, communication hubs, airports, government offices, military bases, embassies, and national borders.
INTRODUCTION
The optical time domain reflectometer (OTDR), initially demonstrated over two decades ago, [1] [2] [3] is now widely used for locating breaks and other anomalies in fiber optic links and networks. In an OTDR system, light pulses from a semiconductor laser are injected into one end of a fiber, and Rayleigh backscattered light returned from the fiber is monitored with a photodetector. The system detects the presence and location of perturbations which affect the intensity of the light returned from the fiber, but does not in general respond to phase modulation of the light. The spectral width of the modulated laser is very broad (GHz to THz range), so that fluctuations in the return signal due to interference of backscattered components from different parts of the fiber are for the most part avoided. When present to a noticeable extent, coherent effects represent an undesirable source of noise in an OTDR trace.
The distributed sensor described in this paper utilizes a phase sensitive OTDR (φ-OTDR) system designed to enhance coherent effects rather than avoid them. 4 Phase sensitivity results from interference of the light backscattered from different parts of the fiber which arrive simultaneously at the photodetector. As a practical matter, the φ-OTDR can detect perturbations much too small to be perceived with a conventional OTDR system. The phase changes of interest result from the pressure of an intruder on the ground above the buried fiber cable, 4, 5 as illustrated in Figure 1 . Light pulses from a cw laser are gated into one end of the fiber via a pulsed intensity modulator, and the backscattered light from the fiber is monitored with a photodetector. As with the conventional OTDR, the φ-OTDR trace is a plot of returned optical power vs. time. When the sensing fiber and light source are stabilized, the resulting trace exhibits a unique temporal signature characteristic of the state of the sensor. The effect of phase changes resulting from the pressure of a person on the ground immediately above or near the buried fiber are sensed by subtracting a φ-OTDR trace from an earlier stored trace. The time at which changes in the φ-OTDR trace occur are proportional to the range (distance along the fiber from the proximal end) at which the phase perturbation is applied. The spatial resolution, ∆z, of the sensor is determined by the width T p of the pulses gated into the fiber such that ∆z = cT p /2n g , where c is the speed of light in a vacuum and n g is the group refractive index. 6 In contrast to the conventional OTDR, the φ-OTDR used for intrusion sensing requires a laser with minimal frequency drift as well as narrow instantaneous linewidth. Low frequency drift is critical because frequency modulation of the laser causes trace-to-trace fluctuations in the φ-OTDR waveform -a source of noise which obscures the effect of an intruder. The Er:fiber laser was selected for this application because it emits in the spectral region where silica fiber losses are a minimum, it can be used with Er:fiber amplifiers to achieve high average and pulsed power levels, and it can emit in a single longitudinal mode for narrow linewidth operation. 7 This paper describes laboratory characterization of a φ-OTDR system, followed by field testing of an intrusion sensing system using a buried cable in clay soil, and finally field testing of a 19 km sensor in desert terrain at the U.S. Marine Corps Air Station in Yuma, AZ. In laboratory experiments with fiber on reels, the effect of controlled phase perturbations induced by a piezoelectric fiber stretcher on φ-OTDR traces was characterized. In the field tests in clay soil, intruders were observed walking up to 4.6 m away from the buried fiber cable line. In the desert terrain field tests, people walking on the ground over or near the buried fiber cable and vehicles traveling down a road near the cable were consistently detected.
ER:FIBER LASER
The experimental setup for the light source, which utilizes all single mode fiber paths, is shown in Figure 2 . The FabryPerot cavity is formed by two fiber Bragg grating (FBG) reflectors with identical reflectance peak wavelengths of 1555.4 nm and spectral widths of 0.4 nm. The FBG reflectances are 99.9 % (back side) and 92% (output side). The 3 meter long Er+3 doped fiber gain medium (7 dB/m gain) is pumped by a 980 nm semiconductor laser diode (LD) via a wavelength division multiplexing (WDM) coupler. An optical feedback loop coupled to the laser cavity via two 90/10 directional couplers (DCs) was added to improve the spectral characteristics of the laser. 7 Optical isolators ensure unidirectional propagation in the feedback loop and suppress coupling of the laser emission back into the cavity. The laser is housed in a thermally insulated enclosure, as a constant temperature environment is essential to achieving a stable single mode lasing spectrum with low frequency drift. The optical output power from this laser is about 50 µW, and the emission wavelength of 1555.4 nm measured with an optical spectrum analyzer corresponds to the reflectance peak of the FBGs. A resolution-limited instantaneous linewidth of 3 kHz was measured with a delayed self-heterodyne setup consisting of a fiber Mach-Zehnder interferometer with a 63 km delay line in one arm. Such narrow spectral widths, indicative of single longitudinal mode operation, are frequently seen in these Er-fiber lasers. [8] [9] [10] The selection of a single longitudinal mode probably results from the formation of an intracavity refractive index grating due to spatial hole burning in the Er-doped fiber. The rate of frequency drift was determined by observing temporal fringes in a pair of unbalanced fiber Mach-Zehnder interferometers (MZIs) with path length differences of 200 m, as illustrated in Figure 3 . Each of the MZIs was insulated from thermal and acoustic effects with multiple layers of foam board and shredded Styrofoam. The use of two individually packaged and physically separated MZIs to simultaneously monitor the laser reduces the uncertainty as to the origin of the observed temporal fringes. Although well-insulated, the two MZIs are themselves still affected to some extent by environmental perturbations.
Temporal fringes in an MZI output result from a frequency drift ∆ν in the laser, which results in a phase shift of ∆φ = 2π∆ντ, with τ the time delay difference in the interferometer. In the present case τ = 1 µs, so that one fringe (2π radian phase shift) corresponds to a 1 MHz frequency change.
Insulating the MZIs significantly reduced the influence of environmental effects on the frequency drift measurements, as shown in Figure 5 . This is inferred because the fringes have a constant phase relative to each other, thus implying that the observed frequency drift can be attributed to the laser. When the ambient temperature change was relatively rapid, a frequency drift of ~4-5 MHz/min was observed (Figure 4a ). Under normal laboratory conditions with minimal disturbances, frequency drifts of ~1-1.5 MHz/min ( Figure 4b ) were routinely measured. Under the quietest of conditions, frequency drifts in the order of 100-300 kHz/min were observed (Figure 4c ). The MZIs were stable enough to detect mode hopping by the laser as evidenced by momentary phase shifts in Figs. 4a and 4c, which were captured simultaneously by both MZIs. 
OTDR LABORATORY SIMULATION
The performance of the φ-OTDR was tested in a laboratory setting with the arrangement of Figure 5 . Light from the cw laser passed through a bandpass filter (BPF), consisting of a FBG with reflectance peak matched to the lasing wavelength in series with a circulator, to remove spontaneous emission. The light was then amplified by an erbiumdoped fiber amplifier (EDFA), the output of which was filtered by a second BPF identical to the first. Narrow (10 µs) light pulses from the laser were gated into the fiber with an electrooptic modulator (EOM), amplified with another EDFA, and coupled into the sensing fiber via a 3 dB fiber optic directional coupler (50/50 DC). The distributed intrusion sensor was simulated by two thermally insulated spools of single mode fiber (2 and 10 km) with a phase modulator (PZT), consisting of about 10 m of fiber wound on a piezoelectric fiber cylinder, spliced in between them to produce controlled phase changes simulating an intruder. The backscattered light from the sensing fiber passed through the 50/50 DC to an optical receiver containing an InGaAs photodiode and a transimpedence amplifier. Data was acquired with a 60 MS/s Gage Data Acquisition Card and processed with a LabView system.
The EOM was pulsed continuously with a period of 150 µs, which exceeded the 120 µs round trip time for light propagation in the fiber so that successive returns did not overlap. To test the phase response of the system, ramp voltages varying through > 2π radians were applied to the PZT element at the 2 km location, and the amplitude changes over 64 consecutive φ-OTDR traces were monitored. Superimposing the traces shows how the phase modulation causes a large change in the envelope at the 2 km location, while the remainder of the trace stays relatively constant (Figure 6a ). Subtracting these OTDR traces from a reference trace with no applied PZT voltage shows the varying intensities more clearly at the 2 km location (Figure 6b ) with a spatial resolution of about 1 km as determined by the 10 µs width of the laser pulses launched into the fiber. The dependence of the peak amplitude of the difference in these two traces is close to a sinusoidal function of applied phase shift (Figure 6c ), as expected because of the interferometric nature of the φ-OTDR response. 
FIELD TESTS IN CLAY SOIL
Field tests to detect and locate intrusions occurring over a buried fiber optic cable were carried out at Texas A&M's Riverside Campus in Bryan, TX using the experimental arrangement in Figure 7 . This is a modified version of the arrangement illustrated in Figure 5 , that now uses an optical amplifier (EDFA) to boost the signal at the receiver end and incorporates a Polarization Beam Splitter (PBS) and a second receiver, to split the light into orthogonal polarizations and process them seperately. These changes provide enhanced signal-to-noise ratio in the receivers and greater visibility in the φ-OTDR interference pattern. Also, the PZT phase modulator was removed from the system, and in its place was spliced 44 m of 3 mm-diameter single mode, fiber optic indoor cable buried at a depth of 20-45 cm in clay soil. The buried cable passed through a conduit installed in the wall of the laboratory building in which the monitoring equipment was housed. Data was continuously acquired with a new 50 MS/s Gage Data Acquisition Card and processed with a PC in real-time using a C ++ program and displayed with LabView. Phase changes are detected by subtracting the latest OTDR traces from a previously stored trace. The light source was also modified to the configuration depicted in Figure 8 . The Er +3 doped fiber gain medium was replaced with higher gain fiber of 18 dB/m, and the 980 nm pump laser was directly spliced into the backside FBG to forward pump the Er:laser. These changes provide for reduced ASE and higher output powers levels. The optical output power from this laser is 100-500 µW, and the emission wavelength is again 1555.4 nm, corresponding to the reflectance peak of the FBGs.
As one illustration of the phase response of the buried cable, φ-OTDR traces for each orthogonal polarization simultaneously acquired before and after an 80 kg person has stepped on the ground above the cable buried at a depth of 46 cm, as well as the difference of the two waveforms, are shown in Figures 9a and 9b . In this test, the width of the laser pulse entering the fiber was 2 µs, giving a 200 m resolution. As in the laboratory results of Figure 6 , the 2 km range, at which the response appears, is the distance from the proximal end of the fiber to the location of the phase change. The improved spatial resolution along with the reduction of ASE in the system produces more structure and higher visibility in the OTDR traces in Figures 9a and 9b than in the earlier results of Figure 6a .
Finally, in Figure 10 the temporal dependence of the φ-OTDR response shows the effect of phase changes due to individual steps taken by a person walking on the ground near the buried cable. Nine steps can be seen in both polarizations as noted in the figure as a person approaches the sensor from 4.6 m away and stops 0.3 m after it. As expected, the response is only in evidence at the 2 km range corresponding to the location of the intruder. Each step in general produces a larger phase change in the interference pattern than the previous step, as the person approaches the buried sensor, with the greatest change in the last two steps, corresponding to 0.3m before and after the location of the buried sensor.
(a) (b) Figure 9 . (a) and (b) φ-OTDR traces for both orthogonal polarizations acquired before and after an 80 km person has stepped on the ground above the cable
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Proc. of SPIE Vol. 5778 699 Figure 10 . Temporal response of φ-OTDR over 12 seconds at ranges of 1, 2, and 3 km when a person is approaching the buried fiber cable at the 2 km location from 4.6 m away.
YUMA FIELD TESTS
Field tests to detect and locate intrusions occurring in desert terrain at the U.S. Marine Corps Air Station in Yuma, AZ were performed using the experimental φ-OTDR arrangement in Figure 11 . This is a modified version of the arrangement illustrated in Figure 7 that replaces the 12 km simulated sensor with 8.5 km of two-fiber, 4.5-mm outdoor cable buried in desert soil in a 30 cm deep, 75 cm wide triangular trench filled with loose sand. The monitored length of fiber was extended to 19 km by splicing the two fibers at the end of the buried cable in a "loop back" arrangement and adding to the input side a 2 km reel of fiber that was thermally and acoustically insulated in the control building where the monitoring equipment was located. Except for the first 0.3 km of cable nearest the control building, the 8.5 km of buried cable utilized in the tests was buried parallel to a one-lane paved road, at distances ranging from 2.4 m to 6.1 m from the edge of the pavement.
As one illustration of the phase response of the buried cable, an 80 kg person walked along the length and across the buried sensor at a range of 5.3 km and a loopback range of 15.6 km. Figure 12a displays the φ-OTDR response of the two orthogonal polarizations (black and grey traces) during one particular step. Figure 12b displays processed data, indicating the location of phase changes, with a strong intrusion signal at the 5.3 km range and weaker signal at the loopback range of 15.6 km. This trace consists of simultaneously processed "low-bandwidth" (upward going) and "highbandwidth" (downward going) components to reduce the "missed intruder" probability. As expected, the response is only in evidence at the ranges corresponding to the location of the intruder.
In another test, the system response was observed on the PC screen as an automobile weighing about 3000 pounds traveled down the road from a location near the end of the 8.5 km of buried cable back to the control building, at an average speed of 45 mph. In this case, the phase changes in the sensing fiber results from seismic waves generated when the automobile drives over small rooks and imperfections in the road. The number of "high threshold" and "moderate threshold" detections was determined for each km of the road. A "high threshold" detection was taken to be an event Polarizations having an amplitude of full scale for either the upgoing or downgoing processed trace for either of the two polarizations; a "moderate threshold" detection required a score of 2/5 of full scale or more for one of these four cases. The detection sensitivity of the system was found to be greatest at short ranges as expected because of the decreased amount of backscattered optical power from the far end of the sensor. As seen in Figure 13 , the number of moderate threshold detections in each km decreased from a maximum of 16 at the shortest (3 km) range to a minimum of 3 at ranges of 15 km, 16 km, and 18 km. The number of high threshold detections in a km decreased from a maximum of 7 at a range of 4 km range to a minimum of 0 at a range of 15 km. 
CONCLUSIONS
A distributed sensor system for detecting and locating intruders based on the phase-sensitive optical time-domain reflectometer (φ−OTDR) has been investigated. The light source for the system is a cw Er:fiber Fabry Perot laser with a narrow (≈ 3 kHz) instantaneous linewidth and low (few kHz/s) frequency drift. Phase changes along the length of the fiber are sensed by subtracting a φ−OTDR trace from an earlier stored trace.
In laboratory tests with fiber on reels, the effects of localized phase perturbations induced by a piezoelectric fiber stretcher on φ−OTDR traces were characterized. In the field tests of a system in which the sensing element is a 3-mm fiber optic cable buried in clay soil along a monitored perimeter, phase changes produced by the steps of a person walking up to 4.6 m away from the buried cable were observed.
In desert terrain field tests in which the sensing element is a 8.5 km of 4.5-mm diameter outdoor fiber optic cable buried in a 30 cm deep, 75 cm wide trench filled with loose sand, high sensitivity and consistent detection of intruders on foot and of vehicles traveling down a road near the cable line was achieved. A monitored length of 19 km was realized by splicing the two fibers at the end of the buried cable in a "loop back" arrangement and adding a 2 km reel of fiber in the building where the monitoring equipment was located.
Based on these initial results, this technology may be regarded as a candidate for providing low-cost perimeter security for nuclear power plants, electrical power distribution centers, storage facilities for fuel and volatile chemicals, communication hubs, airports, government offices, military bases, embassies, and national borders.
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